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[bookmark: _Toc71398015]1 - Overview
[bookmark: _Toc71398016]1.1 - Purpose of HMIS
The McKinney-Vento Homeless Assistance Act, as amended by the Homeless Emergency Assistance and Rapid Transition to Housing Act of 2009 (HEARTH), requires that the U.S.  Department of Housing and Urban Development (HUD) ensure operation of community-wide Homeless Management Information Systems (HMIS) with consistent participation by recipients and sub-recipients of applicable federal grants. The HMIS has many uses, including:
· Collecting unduplicated counts of individuals and families experiencing homelessness;
· Analyzing patterns of use of assistance provided in a community; and,
· Providing information to project sponsors and applicants for needs analyses and funding allocations.
Additionally, HMIS is essential to coordinate services, evaluate performance, ensure accountability in the use of public funds, and inform public policy. Ultimately, the HMIS serves as the foundation for all planning to prevent, reduce, and eliminate homelessness. 
The HMIS Lead Agency for the Lynn Continuum of Care MA-502 (CoC) is the Lynn Housing Authority and Neighborhood Development (LHAND). In addition to administering the local HMIS, the HMIS Lead must develop written policies and procedures for all HMIS participating agencies in the CoC, execute participation agreements with each of these agencies and their system users, and monitor and enforce compliance by all participating agencies with the requirements set forth in the participation agreement. The HMIS Lead is responsible for maintaining the HMIS Policies and Procedures document and all related documents, training system users, and providing technical assistance.
[bookmark: _Toc71398017]1.2 - Key Terms
Listed below are key terms and definitions used throughout these policies and procedures.
Continuum of Care: a community-based collaborative that oversees homeless system planning and coordination, including the HMIS implementation. 
HMIS Lead Agency also known as the HMIS Lead: the organization that administers and operates the HMIS. 
HMIS Manager: the staff member at the HMIS Lead who oversees the day-to-day operation of the HMIS
HMIS Administrator: the organization that provides the HMIS Lead and HMIS users with HMIS related support, training and regulatory compliance services
Participating Agency: any agency that contributes data or uses the HMIS. 
Exempt Agency: any agency that is explicitly exempt from entering data into the HMIS by federal regulations. This includes victim services providers. 
Client: a person who receives services at an HMIS participating agency. 
Personally Identifiable Information (PII): Defined in OMB M-07-16 as “...information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, biometric records, etc., alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.”.
[bookmark: _Toc71398018]1.3 - Data Ownership
[bookmark: _Int_eFevn8o7]The participating agency retains ownership of all information it enters into the HMIS. 
If the HMIS system ceases to exist, participating agencies will be notified and provided with reasonable time to access and save data on persons served by the participating agency. Thereafter, the information collected in the HMIS will be purged or appropriately stored. 
If the LHAND ceases to exist or is no longer the administrator of the HMIS, the CoC Board of Directors will select a new HMIS Lead and transfer the custodianship of the data within HMIS to another organization for continuing administration. In such an event, participating agencies will be informed in a timely manner.
[bookmark: _Toc71398019]1.4 - Voluntary Participation
The CoC Board of Directors strongly encourages agencies that serve persons who are homeless or at-risk of homelessness, and are not required to participate in HMIS, to do so voluntarily. Having more homeless service providers in the HMIS creates the potential for: 
· More effective coordination of client services through case management and referral information sharing; 
· More accurate tracking of client returns to the homelessness prevention and assistance system; 
· More accurate counts of homeless persons and system resources, which could be used to understand the gaps in the service system;
· Better information about community-wide needs, which can help guide advocacy efforts, policymaking, and funding allocations; and
· Better information about system outcomes, which can be used to guide service targeting and performance improvement efforts.
[bookmark: _Toc71398020]1.5 - HMIS Documentation Amendment Process
The HMIS Committee is responsible for the creation of the HMIS Policies and Procedures and Data Quality Plan. The HMIS Lead and HMIS Committee will guide the annual review and update of HMIS Policies and Procedures, and any other amendments needed.
Proposed changes may originate from any participant in HMIS, including clients. When proposed changes originate within a participating agency, they must be reviewed by the Executive Director/Program Director (or equivalent) and then submitted to the HMIS Manager. The HMIS Manager will maintain a list of proposed changes. The list of proposed changes will be discussed by the HMIS Committee at the next regularly scheduled meeting. At this meeting, the committee will determine if these changes require additional research, and if so, they will create a plan for completing the necessary research.
If changes do not require additional research or once this research is complete, then the committee will vote on whether to propose these changes to the HMIS Lead. Changes approved by the HMIS Committee will be made by the HMIS Manager and sent to all HMIS participating agencies. The Executive Director/Program Director (or equivalent) from each of the agencies shall acknowledge receipt and acceptance of the revised HMIS Policies and Procedures (or other documents) within 10 working days of delivery of the amended document by notification in writing or email to the HMIS Manager. The agency’s Executive Director/Program Director (or equivalent) shall also ensure the circulation and compliance of the revised policies and procedures within their agency. Training on changes to HMIS documentation will be scheduled as needed.
[bookmark: _Toc71398021]2 - Stakeholder Responsibilities	
[bookmark: _Toc71398022]2.1 - CoC Board of Directors
The CoC Board of Directors will select and designate an HMIS Lead for the CoC, work with the HMIS Lead to ensure consistent agency participation across the CoC and evaluate performance of the HMIS Software and HMIS Lead.
[bookmark: _Toc71398023]2.2 - HMIS Committee
The HMIS Committee is responsible for selecting and designating an HMIS Software Vendor for the CoC. It will annually review and approve HMIS Policies and Procedures; review and approve the Data Quality Plan; gather and incorporate user feedback into the HMIS Policies and Procedures; provide feedback on HMIS documentation; and participate in efforts to promote HMIS operations, research, and analysis. 
[bookmark: _Toc71398024]2.3 - HMIS Lead Agency
The LHAND is responsible for the administration of the HMIS project under the auspices of the CoC Board of Directors, which authorizes the LHAND to hold the HUD HMIS grant.
[bookmark: _Toc71398025]2.4 - HMIS Manager
The HMIS Manager oversees the collection, analysis and presentation of HMIS data for reporting to federal, state, and local governments, and private entities as well as the overall administration of the HMIS software in partnership with the HMIS System Administrator. The Manager engages with new and current participating agencies to ensure training, data quality compliance, and to identify opportunities for customization within the HMIS application. The HMIS Manager will work with the HMIS Committee and CoC Board of Directors to develop and implement strategic planning for HMIS, evaluate priorities, and promote a continuous improvement environment to advance training and the highest level of data quality. 
[bookmark: _Toc71398026]2.5 - HMIS System Administrator
Oversee HMIS system performance; create database backups, triggers, and indexes. It will work closely with HUD and the HMIS software vendor to ensure compliance with HUD Standards and maintain contact with the HMIS software vendor to ensure optimal performance. It will ensure the HMIS database is secure and not over capacity, identify problematic areas, and conduct research to determine the best course of action to correct the data. It will analyze and solve issues with current and planned systems as they relate to the information and management of client data and analyze reports of data duplicates or other errors to provide ongoing appropriate interdepartmental communication and monthly or daily data reports.
[bookmark: _Toc71398027]2.6 - Participating Agency
[bookmark: _Toc71398028]2.6.1 Agency Executive Director/Program Director
This person will: 
a. Sign the Contributory HMIS Organization (CHO) Agreement and submit it to the HMIS Security and Compliance Coordinator. 
b. Ensure agency compliance with the terms and conditions of the CHO Agreement and HMIS Policies and Procedures. 
c. Ensure personnel with access to the HMIS comply with the terms and conditions of the Security Awareness Agreement. 
d. Designate one employee as the agency’s HMIS Representative to serve as the primary point of contact on HMIS operations at the agency.
e. Support the HMIS Administrator’s efforts to resolve HMIS data quality and compliance issues.
[bookmark: _Toc71398029]2.6.2 Agency HMIS Representative
This person is designated by the participating agency and will: 
a. Ensure compliance with HMIS data collection, data entry and reporting requirements as outlined in the HMIS Policies and Procedures. 
b. Serve as primary point of contact for communication between the agency, HMIS Lead and HMIS Administrator on HMIS operations. 
c. Provide support on resolution of any data quality and reporting issues. 
d. Identify agency personnel to access the system and receive HMIS training. 
e. Sign Training Request Forms to authorize access. 
f. Notify the HMIS Administrator within 24 hours of relevant personnel changes to ensure system user accounts are deactivated. 
g. Ensure compliance with the privacy and security standards as outlined in the HMIS Policies and Procedures. 
h. Notify the HMIS Manager and HMIS Administrator within 24 hours of receiving reports of suspected violations of client privacy and data security policies. 
i. Notify the HMIS Manager and HMIS Administrator of the agency’s response to suspected violations of client privacy and data security policies within 24 hours of response implementation.
[bookmark: _Toc71398030]2.7 - System End User
These are the staff members who meet directly with clients and/or are assigned to enter data into HMIS. Each end user must:
a. 1. Sign the Security Awareness Agreement electronically in HMIS. 
b. 2. Responsible for maintaining the electronic Security Awareness Agreement in HMIS. 
c. 3. Complete HMIS training and meet training objectives. 
d. 4. Comply with all HMIS agreements, policies and procedures. 
e. 5. Report suspected violations of client privacy and data security policies to the agency HMIS Security Officer. 
f. 6. Provide feedback to the HMIS Lead.
[bookmark: _Toc71398031]3 - Operational Policies and Procedures
[bookmark: _Toc71398032]3.1 - Hardware, Software, and Network Requirements
The participating agency is responsible for meeting the minimum hardware, software, and network requirements to access the HMIS, and for providing the necessary maintenance for continued participation. To access the HMIS, a computer must have one of the following browsers installed: 
· Google Chrome (Recommended) 
· Firefox
· Microsoft Edge 
The device must also have a functioning internet connection.
[bookmark: _Toc71398033]3.2 - System Access
The participating agency is responsible for identifying personnel for system training and access. 
· System users shall be assigned “roles” based on programmatic needs and considerations. 
· The participating agency will notify the HMIS Manager of any need to change “roles”. 
· The participating agency will notify the HMIS Manager of the need to deactivate system users within 24 hours of termination of their service with the agency. Advance notification is preferred, especially in the case of agency-initiated terminations.
[bookmark: _Toc71398034]3.3 - Data Collection Policies
The participating agency is responsible for understanding its HMIS compliance requirements as may be defined by various federal grant programs and funders, and fulfilling any contractual obligations, including but not limited to compliance reports. It is responsible for communicating these requirements to the HMIS Lead to ensure the system is properly configured to collect required data. 
The participating agency is required to collect and enter information into the HMIS as defined in the federal HMIS Data Standards Manual, specifically the Universal Data Elements (UDEs) and the Program Specific Data Elements (PDEs): https://www.hudexchange.info/resources/documents/HMIS-Data-Standards-Manual.pdf. The participating agency is also responsible for periodically checking for updates to these elements. The participating agency is also responsible for collecting and entering CoC-specific data elements into the HMIS.  There are no CoC-specific data elements at this time.
The HMIS Administrator must provide periodic training and technical assistance on Universal Data Elements (UDE)/ Project Descriptor Data Elements (PDDE) and any CoC-specific data elements.
[bookmark: _Toc71398035]3.4 - Training
All new users are required to complete HMIS system training and security awareness training before being allowed access to the system. All active users are required to complete annual training on security awareness and to participate in training on any updates to the system, policies or procedures, as needed. 
All users are required to sign the Security Awareness Agreement, acknowledging receipt of a copy of the privacy notice and pledging to comply with the privacy notice and additional terms and conditions for HMIS access.
[bookmark: _Toc71398036]4 - Security Policies
[bookmark: _Toc71398037]4.1 - Purpose
These security policies are directed to ensure the confidentiality, integrity, and availability of all HMIS information; protect against any reasonably anticipated threats or hazards to security; and ensure compliance by end users. Participating agencies have clear responsibilities including:
· Participating agencies are responsible for preventing inadvertent release of confidential client-specific information through physical, electronic, or visual access to the workstation.
· Each participating agency is responsible for ensuring it meets the Privacy and Security requirements detailed in the HUD HMIS Data and Technical Standards. Partner Agencies will conduct a thorough review of internal policies and procedures regarding HMIS.
· •To promote the security of HMIS and the confidentiality of the data contained therein, access to HMIS will be available via a secure network. 
· End Users shall commit to abide by the governing principles of HMIS and adhere to the terms and conditions of the HMIS Security Awareness Agreement. 
The HMIS Manager will ensure that an appropriate level of HMIS access will be provided to those individuals that require access to perform their assigned duties on behalf of an HMIS Contributing Agency. 
[bookmark: _Toc71398038]4.2 - Disaster Recovery Plan
Disaster Recovery for the Lynn CoC HMIS will be conducted by the HMIS Lead Agency, in collaboration with the HMIS vendor.
The HMIS Manager will maintain ready access to contact information including the phone number and email address of vendor contacts responsible for recovering the agency's data after a disaster. 
The HMIS System Administrators should be aware of and trained to complete any tasks or procedures for which they are responsible in the event of a disaster and must have a plan for restoring local computing capabilities and internet connectivity for the HMIS System Administrator’s facilities. This plan should include the following provisions. 
· Account information – Account numbers and contact information for support contracts. 
· Minimum equipment needs – A list of the computer and network equipment required to restore minimal access to the HMIS service, and to continue providing services to HMIS participating agencies. 
· Network and system configuration information – Documentation of the configuration settings required to restore local user accounts and internet access.
[bookmark: _Toc71398039]4.3 - Security Management and Compliance, and Annual Review
The HMIS Lead is responsible for managing the selection, development, implementation, and maintenance of security measures to protect HMIS information. It must retain copies of all contracts and agreements executed as part of the administration and management of the HMIS or otherwise required. The HMIS Lead must complete an annual security review to ensure the implementation of the security requirements for itself and the participating agencies, using a checklist to ensure compliance with each requirement defined in this section.
[bookmark: _Toc71398040]4.4 - Security Awareness Training
The HMIS Lead must ensure that all system users receive security training before being given access to the system and at least annually thereafter. The HMIS Lead will maintain attendance records for all training events to ensure compliance. 
[bookmark: _Toc71398041]4.4.1 Physical Safeguards  
To protect client privacy, it is important that the following physical safeguards be put in place. 
1. Computer Location – A computer used as an HMIS workstation must be in a secure location where only authorized persons have access. The HMIS workstation must not be accessible to clients, the public or other unauthorized participating agency staff members or volunteers. 
2. Printer location – Documents printed from HMIS must be sent to a printer in a secure location where only authorized persons have access. 
[bookmark: _Int_R3EEDfkZ]3. PC Access (visual) — Non-authorized persons should not be able to see an HMIS workstation screen. Monitors should be turned away from the public or other unauthorized staff members or volunteers and utilize visibility filters to protect client privacy, such as privacy screens. 
[bookmark: _Toc71398042]4.4.2 Technical Safeguards Workstation Security
1. The participating agency will confirm that any workstation accessing HMIS shall have antivirus software with current virus definitions and frequent full system scans. This may be verified through the agency’s technical department. 
2. The participating agency will confirm that any workstation accessing HMIS has and uses a hardware or software firewall. This may be verified through the agency’s technical department. 
3. The participating agency must ensure that devices used to access the HMIS are password protected with automatic system lock out after user inactivity. 
4. The participating agency must ensure that the internet connections used to access HMIS from their facilities are set up using network security protocols to prevent unauthorized access to the network and to HMIS data saved locally. 
5. Due to the confidential nature of data stored within HMIS, the system must be accessed from a sufficiently private physical location to ensure that persons who are not authorized users of the HMIS are not able to view client level data.
[bookmark: _Toc71398043]4.5 - Security Incidents
The HMIS Lead must implement a policy and chain of communication for reporting and responding to security incidents. The participating agency and HMIS Lead will post the Privacy Notice anywhere HMIS data is collected or accessed that articulates the reporting mechanism for suspected breaches of client confidentiality. The notice will include contact information for the agency’s HMIS Manager and participating agency HMIS representative and additional instructions for reporting anonymously. 
The participating agency and HMIS Lead will maintain records of all security incidents, responses, and outcomes. 
[bookmark: _Toc71398044]4.5.1 Reporting Security Incidents 
These HMIS Policies and Procedures are intended to prevent—to the greatest degree possible—any security incidents. However, should a security incident occur, the following procedures should be followed in reporting:
a. Any HMIS End User who becomes aware of or suspects a compromise of HMIS system security and/or client privacy must immediately report that possible incident to their Agency HMIS representative who will notify the HMIS Manager and the HMIS Administrator.
b. In the event of a suspected security compromise, the participating agency HMIS representative should complete an internal investigation. If the suspected compromise resulted from an End User’s suspected or demonstrated noncompliance with the HMIS End User Agreement, the Agency HMIS representative should submit a request to the HMIS Lead and HMIS Administrator to deactivate the End User’s User ID until the internal investigation has been completed. 
c. Following the internal investigation, the participating agency will notify the HMIS Manager of any substantiated incidents that may have resulted in a breach of HMIS system security and/or client privacy whether a breach is definitively known to have occurred. If the breach resulted from demonstrated noncompliance by an End User with the HMIS End User Agreement, the HMIS Manager reserves the right to permanently deactivate the User ID for the End User in question. 
d. In the event of a substantiated breach of client privacy through a release of Personal Health Information (PHI) in noncompliance with the provisions of these policies, the Agency HMIS representative will attempt to notify any impacted individual(s).
e. The HMIS Lead Agency will notify the HMIS Committee of the Continuum of Care of any substantiated release of PHI in noncompliance with the provisions of these policies. 
f. The HMIS Lead Agency will maintain a record of all substantiated releases of PHI in noncompliance with the provisions of these policies for 7 years. 
g. The Continuum of Care reserves the right to permanently revoke an Agency’s access to HMIS for substantiated noncompliance with the provisions of these policies that resulted in a release of PHI.
[bookmark: _Toc71398045]4.6 Protected Health Information Storage and Management 
The safekeeping of clients' Personal Protected Information (PPI), which includes Protected Health Information (PHI), and Personally Identifiable Information (PII) and sensitive program information from unauthorized access, disclosure, use, or modification, is a priority for the Lynn CoC. Participating agencies and HMIS End Users are required to comply with federal, state and local confidentiality laws. Client information should only be searched for and/or shared on a need-to-know basis. 
[bookmark: _Toc71398046]4.6.1 Electronic Data Storage and Management 
System users may only store HMIS data containing PHI on devices owned by their agency. They may not store HMIS data containing PHI on hard drives or removable media that can be accessed by non-system users. System users are responsible for safeguarding HMIS PHI that users store on agency-owned devices. 
Electronic transmission of HMIS data containing PHI will be limited to secure direct connections or, if transmitted over the internet, the data will be encrypted using a 128-bit key or transmitted using password protected files. 
The participating agency and HMIS Lead are responsible for developing additional policies and procedures for protecting electronic data from theft, loss, or unauthorized access. Before disposing of hard drives, USB drives, or other portable electronic media used to store PHI, the participating agency will consult with their agency HMIS representative. 
[bookmark: _Toc71398047]4.6.2 Hard Copy Data Storage and Management
Hard copies of HMIS data containing PHI shall be kept in individual locked files or in rooms that are locked when not in use. When in use, hard copies of HMIS data containing PHI shall be maintained in such a manner as to prevent exposure of PHI to anyone other than the system user(s) directly utilizing the information. Employees shall not remove hard copies of HMIS data containing PHI from their agency’s facilities without permission from appropriate supervisory staff unless the employee is performing a regular work function which requires the use of such records outside of the facility.
Faxes or other printed documents containing PHI shall not be left unattended. Before disposing of hard copies of HMIS data containing PHI, they must be shredded. The participating agency is responsible for developing additional policies and procedures for protecting hard copies of HMIS data containing PHI from theft, loss, or unauthorized access
[bookmark: _Toc71398048]5 – Privacy Policies
[bookmark: _Toc71398049]5.1 - Purpose
These privacy policies are meant to establish limitations on the collection, purpose, and use of data. It defines allowable uses and disclosures, including standards for openness, access, correction, and accountability. The policies provide protections for victims of domestic violence, dating violence, sexual assault, and stalking.
[bookmark: _Toc71398050]5.2 - Privacy Notice
The HMIS Lead will post a copy of the Privacy Notice on the CoC webpage at www.lhand.org, and will provide a copy of this document to any individual upon request. The participating agency must post a copy of the Privacy Notice at each workstation where client data is gathered and entered and must also post a Spanish translation of the Privacy Notice, if it serves Spanish-speaking clients. 
Outreach workers will inform clients about the Privacy Notice and provide a copy, if requested (including a copy of the Spanish translation, if applicable). 
The participating agency will post the Privacy Notice to its website, if one exists, and must state in the Privacy Notice that these privacy policies may be amended at any time and that amendments may affect information obtained by the agency before the date of the change. 
The participating agency should include in the Privacy Notice the contact information for their agency HMIS representative for purposes of seeking additional information or submitting complaints. 
[bookmark: _Toc71398051]5.3 - Purpose and Use Limitations
The participating agency and HMIS Lead may only collect and use HMIS data for the specific internal purposes relevant to the work of the Continuum of Care, as defined in this document. Every agency with access to Personally Identifiable Information (PII) must implement procedures to ensure and monitor its compliance with privacy policies and may only collect information by lawful and fair means with the knowledge and consent of the individual. 
[bookmark: _Toc71398052]5.3.1 Authorized Uses of HMIS Data
Authorized users may access HMIS:
· To provide or coordinate services; 
· To locate programs that may be able to assist clients;
· To produce agency-level reports regarding use of services; 
· To track agency-level and CoC system-level outcomes; 
· For agency operational purposes, including administrative functions such as legal, audits, personnel, oversight, and management functions; 
· To comply with government and other funding agency reporting requirements;
· To identify service needs in our community; 
· To support CoC system-level planning; 
· To conduct research for government and educational purposes; 
· To monitor compliance with HMIS Policies and Procedures; and, 
· To accomplish any and all other purposes deemed necessary by the CoC Board of Directors.
[bookmark: _Toc71398053]5.4 - Client Consent
Clients must provide consent to enter their data into HMIS and to share it between agencies as appropriate by signing a Client Release of Information (ROI) form. 
When clients consent to share information, system users at other participating agencies will have access to the client’s record and case history for authorized uses. Informed client consent is valid until such time as the client revokes consent. Clients who have consented to share information with other participating agencies may revoke consent in writing at any time. This revocation may impact other agencies’ access to the client record and data they have entered into the system.
The participating agency must store physical copies of client consent documentation.
5.4.1 Procedures for Consent
Procedures for client consent are as follows:
Initial Consent: 
1. Personnel from the participating agency will notify the client that the information they collect will be entered into the HMIS and will explain the purposes for collecting information in the HMIS. 
2. At this time, personnel from the participating agency will explain the Release of Information form, and the clients’ right to revoke data sharing in writing at any time.
3. For families, an adult client can provide consent on behalf of household members by listing them in the spaces provided on the form and initialing in front of each family member’s name. Additionally, the participating agency may seek consent separately from each individual in the household. A legal guardian (or another adult, if a guardian is not present) may sign on behalf of minors in the household. 
4. The client will be provided the ROI form for review, will be explained its content, and will be asked to complete it. 
5. The client must provide written consent using the ROI form as proof that they had an opportunity to review the form and have their questions answered. In the event that written consent is not feasible, a verbal or digital consent is permitted (i.e. on digital platforms, hotline, etc.), where the agency’s personnel must read the privacy notice to the client before requesting the consent. 
6. If the client signs the form and agrees to share information with all participating agencies, agency personnel must indicate their response in the HMIS. 
7. If the client provides verbal consent, the agency personnel must indicate their response on the ROI “Verbal Consent Obtained” and retain a copy in the client’s record. 
8. If the client declines to share information with all participating agencies, agency personnel must ensure client indicts decision on the ROI and maintains a copy with client’s documentation. 
9. A copy of all completed consent forms will be kept in the client’s paper file 
Revocation of Consent:
1. If a client presents a written request to revoke consent for information sharing in the HMIS, agency personnel must store the written request in the client’s file and must indicate their response in the HMIS. 
2. If a client verbally requests to revoke consent for data sharing, agency personnel must ask the client to complete the ROI form and follow the process specified in (1) above. 
3. A copy of all written ROI requests must be included in the client’s paper file and uploaded in the individual’s HMIS documents.
Renewal of Consent: 
If a client consents to share information after previously denying consent, agency personnel must follow the same procedures that were specified above involving the completion of the initial consent form.
[bookmark: _Toc71398054]5.5 - Access and Correction
The participating agency must allow a client to inspect and to have a copy of any PHI about the client, and offer to explain information that the client may not understand. It must consider any request by a client for correction of inaccurate or incomplete PHI pertaining to that client. A participating agency is not required to remove any information but may, alternatively, mark information as inaccurate or incomplete and supplement it with additional information such as an indicator of data quality. 
[bookmark: _Toc71398055]5.6 Other Authorized Data Disclosures 
Client data may be transmitted to reporting systems as mandated by agency funders. Other disclosures of client data to persons and organizations not authorized to view the information in the HMIS requires the client’s written consent, unless the disclosure is required by law. Aggregated data that does not specifically identify any individual client or include PII may be shared with internal and external agents without specific permission.
[bookmark: _Toc71398056]5.7 Accountability and Privacy Complaints
Complaints related to HMIS privacy policies and procedures will be considered using the same procedures for amending HMIS Documentation (described in Section 1.5). •The participating agency must require each member of its staff to sign the Security Awareness Agreement. 
[bookmark: _Toc71398057]6 – Quality Assurance Policies
[bookmark: _Toc71398058]6.1 - Purpose
The purpose of quality assurance policies is to ensure reliable and useable data, establish expectations for participating agencies, and define quality standards. 
[bookmark: _Toc71398059]6.2 Data Quality Plan
The HMIS Lead will develop a Data Quality Plan to assist participating agencies in maintaining and monitoring data quality. It will define benchmarks and establish policies and procedures to monitor for compliance, including an enforcement mechanism for non-compliance. The HMIS Lead will include in the plan responsibilities for all parties. 
The participating agency must adhere to policies and procedures that ensure data meets standards for coverage, timeliness, completeness, accuracy, and consistency. The HMIS Lead will review the plan annually and update as needed. 
[bookmark: _Toc71398060]6.3 Standards 
[bookmark: _Toc71398061]6.3.1 Coverage 
The HMIS Lead seeks 100% participation in HMIS from all eligible homeless service providers and agencies within the CoC’s geographic area, with a 60% minimum benchmark for both lodging (residential) and non-lodging (service-only) projects.
[bookmark: _Toc71398062]6.3.2 Timeliness
The participating agency is required to enter data into HMIS within 4 business days of client interview or interaction resulting in data collection. 
[bookmark: _Toc71398063]6.3.3 Completeness
The participating agency is required to collect and enter data on 100% of those clients in participating projects.
[bookmark: _Toc71398064]6.3.4 Accuracy 
The participating agency is required to accurately represent in HMIS the information collected from clients and avoid entering misleading or knowingly false information. To accurately represent client information, the agency must follow data collection procedures. 
[bookmark: _Toc71398065]6.3.5 Consistency 
The participating agency must ensure personnel only use authorized data collection and entry procedures consistent with individual programmatic requirements.
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